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G E N E S I S  O F  
R U S T L S - F F I

memorysafety.org

T L S  I S  
A LWAY S  O N  

A  T R U S T  
B O U N D A R Y



W H Y  C U R L

•Ubiquitous 

•Routinely handles 
untrusted 
network data 

•Mostly written in 
C



W H Y  R U S T  /  
R U S T L S ?

• OpenSSL has no plans 
to become memory-
safe 

• Rustls is performant and 
compatible 

• ring for crypto 
primitives



D E S I G N I N G  R U S T L S - F F I

R E M I N D E R  T O  S E L F :  N O T  
A  R U S T  W O R K S H O P …



K E E P I N G  I T  
G E N E R I C

• FFI : Foreign Function 
Interface  

• C linking and headers 

• Two immediate 
consumers: 

• libcurl’s vlts interface 

• Apache’s mod_tls



D O N ' T  PA N I C

• Exception handling is always 
a problem crossing 
languages 

• Panics are undefined 
across the FFI boundary 

• Rustls panics are from 
memory allocation failures 

• If we catch a panic, can we 
discard the TLS connection 
and continue with others?



AV O I D I N G  S Y M B O L  
A N D  L O G G I N G  
C O L L I S I O N S

• Rustc codgen “metadata” 
option controls symbol 
mangling 

• Rust logging relies on a 
singleton 

• Allows linking multiple 
rust libs



U S I N G  R U S T L S - F F I  F O R  
T L S
T H E  S U P E R  A B B R E V I AT E D  V E R S I O N



R E P R E S E N T I N G  
T H E  T L S  S TAT E  
M A C H I N E

O B J E C T  O R I E N T E D  C



“ I N T O ”  PAT T E R N

rustls_server_config

rustls_server_config_builder

B U I L D

mut

rustls_client_config

rustls_client_config_builder

B U I L D

mut



I N T O (                             )

“ I N T O ”  PAT T E R N  ( S E R V E R S )

rustls_connection

rustls_accepted

rustls_acceptor

A C C E P T

rustls_server_config

ClientHello

mut

mut



A C C E P T E R ,  
A C C E P T E D ,  
C O N N E C T I O N  

• Allow nonblocking I/O for 
server connection setups



“ I N T O ”  PAT T E R N  ( C L I E N T S )

rustls_connection

rustls_client_config

N E W (              )Hostname



I / O

• Design of Rustls is 
agnostic to whether 
you use Rust’s 
blocking or async I/O.



F O O T G U N :  U N I N I T I A L I Z E D  M E M O R Y



W H AT  W O U L D  W E  D O  D I F F E R E N T LY ?

• Top request: Richer error reporting 

• Breaking API change



N E X T  S T E P S

• Advocate for more OS pickup 

• Leverage Rust in the Linux Kernel to pave 
the way 

• Some small things need addressing to 
remove “experimental” markings from curl



E A R LY  O S  A D O P T I O N

https://wolfi.dev/



I S R G  /  P R O S S I M O  P L A N S

• Pluggable crypto backends, so you can choose 
alternatives to ring 

• libcrux :) 

• Mutual authentication / Client certificates 

• Rustls - OpenSSL C API compatibility layer 

• And more:

https://www.memorysafety.org/ 
             initiative/rustls/rustls-work-plan/



R U S T L S  C A N  R E P L A C E  
O P E N S S L



I T ’ S  D A N G E R O U S   T O  G O  
W I T H O U T  S A F E T Y.  TA K E  T H I S .
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