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Hi, I’m

https://insufficient.coffee/


E T I Q U E T T E  

I can talk about this stuff all day. 

Unclear? Question? 

D O N ’ T  L E T  M E

I N T E R R U P T  M E !

Q & A  I S  M Y  G O A L  
I  H AV E   L O T S  O F  S L I D E S …   

B U T  B O N U S  I F  W E  U S E  T H E M  D U R I N G  Q & A !



M A P

Web PKI

War Stories

Combating 
Phishing: 

WebAuthn



T H E  W E B  P K I

A L A S ,  F O R  T H E  G L O S S  H A S  L O N G  A G O  G O N E  D A R K



W E B  P K I :   
G R A N D I O S E  B E G I N N I N G S

T H E  “ D I R E C T O R Y ”  W I L L  S AV E  U S



A  B R I E F  H I S T O R Y  O F  T H E  W E B  P K I

• 1988-1990 - X.500 shall be everything and X.509 shall define certificates 

• 1995 - Netscape creates SSL, shoehorns in X.509 as the guiding format 

• 1995 to ~1998 - Certificate Authorities that pay Netscape get added Navigator’s trust 
anchors 

• Aug 2000 - AICPA and CICA publish first WebTrust standard 

• 2001 - Microsoft requires WebTrust for all included CAs 

• March 2004 - Mozilla CA Certificate Policy public drafts begin, first public audit reviews 

• Nov 2005 - First Mozilla CA Certificate Policy published, referencing WebTrust, ETSI, 
and ANSI X9.79-1 

• 2005 - CA/Browser Forum formed, partly to homogenize Microsoft and Mozilla audits

https://web.archive.org/web/20051119105237/http://www.hecker.org:80/mozilla/ca-certificate-policy


W E B  P K I  A F T E R  2 0 1 0 :  
B AT T E N  D O W N  T H E  H AT C H E S

WA I T,  B E I N G  A  C A  I S  N O T  J U S T  A  M O N E Y- P R I N T I N G  P R E S S ?



W E B  P K I  I N  T H E  2 0 1 0 S

• Sept 2011 - DigiNotar gehackt! 

• Nov 2011 - First Baseline Requirements published 

• 2012 - Breaking SHA1 signatures becomes feasible 

• Dec 2012 - Turktrust MITM intermediate 

• March 2013 - First Certificate Transparency log goes online 

• Dec 2013 - ANSSI MITM intermediate 

• 2014 - Common CA Database, Mozilla CA audits begin, Heartbleed 

• January 2015 - Certificate Transparency required for EV in Chrome 

• 2016 - SHA1 retired from signatures in the Web PKI 

• April 2018 - Certificate Transparency required for all certs in Chrome 

• Sept 2019 - Chrome removes EV information from the nav bar



W H AT  D O E S N ’ T  S U C K  
A B O U T  T H E  W E B  P K I

I T  W O R K S  S O  W E L L  F O R  H O W  B R O K E N  I T  I S



W E B  P K I  S T U F F  W H AT  A I N ’ T  B R O K E

• Certificate Transparency 

• Public Auditing 

• Tightened Validation Mechanisms 

• Increased Agility 

• Cert lifetimes 

• Automation 

• Revocation



W H AT  I S  W E B  
A U T H E N T I C AT I O N

P H I S H I N G  S U C K S ,  L E T ’ S  F I X  I T



S TA N D A R D  
A U T H E N T I C AT I O N



L O G I N

(username, password)



P H I S H I N G
D U P I N G  S O M E O N E  I N T O  G I V I N G  U P  T H E I R  S E C R E T S



P H I S H I N G

(username, password)



P H I S H I N G

(username, password)

Saved for later: 
(username, password)



P H I S H I N G

Stolen (username, password)



B U T  W A I T,  W H AT  A B O U T  S M S  O R  T O T P  2 FA ?

It’s a replay attack.



P H I S H I N G  W I T H  C O D E S

(username, password, code)

Use immediately via automated tools: 
(username, password, code)



P H I S H I N G  W I T H  C O D E S

Stolen (username, password, code)



TOTP codes, SMS codes, etc. are still subject 
to replay



A K A :  W E B  A U T H E N T I C AT I O N

A D D  D I G I TA L  
S I G N AT U R E S



N O T E :  T H I S  F I D O  U 2 F  T O K E N  I S  
O N E  E X A M P L E .  T H E R E  A R E  

M O R E ,  A N D  M O R E  C O M I N G .  



A U T H E N T I C AT I O N  W I T H  
D I G I TA L  S I G N AT U R E S



L O G I N  W I T H  D I G I TA L  S I G N AT U R E S

(username, password, 
digital signature(origin, challenge))

(challenge)



P H I S H I N G  W I T H  D I G I TA L  S I G N AT U R E S

(username, password, 
digital signature(phishing origin, challenge))

(challenge)

Saved for later



P H I S H I N G  W I T H  D I G I TA L  S I G N AT U R E S

(username, password, 
digital signature(phishing origin, 
               mismatched challenge))

(challenge)



P H I S H I N G  W I T H  D I G I TA L  S I G N AT U R E S

Unexpected origin, unexpected challenge!

(challenge)



W H E R E  D O E S  W E B  
A U T H E N T I C AT I O N  G O  F R O M  H E R E ?

I N Q U I R I N G  M I N D S  W A N T  T O  K N O W …



W E B A U T H N  I S  
U S E D  F O R  
S E C O N D  
FA C T O R S

T O D AY

“ S O M E T H I N G  Y O U  H AV E ”



W H AT  H A P P E N S  N E X T ?



T H E  P U B L I C  K E Y  I S  T H E  
O N LY  A U T H E N T I C AT I O N  
N E E D E D



F I R S T  FA C T O R  
U S E  C A S E S

• Something you have, and 
either: 

• Something you are, or 

• Something you know





A U T H E N T I C AT I O N  N O W :  
C A N  Y O U  U N L O C K  T H AT  
P U B L I C  K E Y ?



( C L E A R LY  R E N A M E D  B Y  A  C AT. )

This is called CTAP2. 

Also known as FIDO2.



Not just for built-in authenticators. 

Fingerprint-reader and/or PIN-
accepting security keys now on 

market.



… W H AT  E L S E ?



A N O N Y M I Z AT I O N

O N  T H E  I N T E R N E T,  N O  O N E  K N O W S  Y O U ’ R E  A  D E E R .

B R O U G H T  T O  Y O U  B Y  D O R  B R O W S E R .  T O R  F O R  D E E R .

Y O U R  B R O W S E R  S H O U L D  H E L P  Y O U  M A N A G E  A L L  A C C O U N T S

E V E N  A N O N Y M O U S  O N E S .



L O S S - O F - D E V I C E  R E C O V E R Y

H O P E F U L LY,  I T  W I L L  B E  A  Z E N  E X P E R I E N C E



U S E R  E D U C AT I O N
S E C U R E  A C C O U N T S  D O N ’ T  J U S T  H A P P E N



R E V O C AT I O N  R E D U X :  
C R L I T E

A L L  T H E  B E N E F I T S  O F  N O T  C H E C K I N G  R E V O C AT I O N  W H I L E  
A L S O  C H E C K I N G  R E V O C AT I O N .   
 
W H AT ’ S  N O T  T O  L O V E ?



S TAT E  O F  T H E  
A R T

• If you’re not an important brand 
on the Internet, certificate 
revocation does nothing. 

• Only Firefox tries to check 
every site, and 10% of checks 
time out (which keeps Firefox 
slower than Safari or Chrome, 
ow!) 

• OCSP lifetimes mean that 
even a revoked cert can 
appear valid for up to 
additional 7 days.



C R L I T E

• Step 1: Gather all revoked-but-unexpired certificates on the Web 
from CRLs. 

• Step 2: Gather all known unexpired certificates on the web from 
Certificate Transparency (an oracle). 

• Step 3: For each CA, derive the sets UnexpiredValidddd  and 
UnexpiredRevoked.dd . 

• Step 4: Losslessly compress the sets with cascading Bloom 
filters. 

• Step 5: Ship it regularly.

U N E X P I R E D _ VA L I D
U N E X P I R E D _ R E V O K E D



L O S S L E S S  B L O O M  F I LT E R  
C O M P R E S S I O N

• Normally Bloom filters have a false positive rate. 

• If you have an “oracle” of all possible values though, 
you can make many layers of filter by testing the 
whole body of data for false positives: 

• If you hit a false positive, you add another filter 
layer. 

• Certificate Transparency gives us that oracle.





I  H O P E  W E ’ R E  D O I N G  
Q & A  B Y  N O W
S E R I O U S LY  H O W  D I D  I  G E T  T O  T H I S  S L I D E

B E T T E R  S TA R T  TA L K I N G  A B O U T  C R A Z Y  S T U F F



C H I C K E N  C H I C K E N
C H I C K E N  C H I C K E N  C H I C K E N



C H I C K E N  
C H I C K E N
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S U B J E C T  P O U LT R Y  K E Y  
I N F O R M AT I O N

S P K I


